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ABSTRACT: As MANETs use wireless medium for communication, these are vulnerable to many kind of security 
attacks like Blackhole attacks, Wormhole attacks, Sybil attacks etc. Security is an essential requirement in MANETs. A 
proper security solution is needed for networks to protect both route and data packet delivery operation in the network 
layer. The malicious node in the network act as a normal node, so there is a need of security solution to prevent from 
various attacks. This paper presents analysis of wormhole attacks in MANETs using AODV routing protocol. Use 25 
nodes in Mobile ad hoc network with 0 attack, 1 attack, 3 attacks and 5 numbers of wormhole attacks nodes treated 
with reactive protocol AODV. The performance results are analyzed based on Throughput, Packet loss and Delay time 
with same simulation time for different numbers of malicious nodes for wormhole attacks using NS3.26 network 
simulator on Ubuntu 14.04.4 LTS version platform. 
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I. INTRODUCTION 
 

Mobile Ad hoc Network (MANET) is used all around the world, because it has ability to communicate with 
each other without the use of any pre-established network infrastructure. It is decentralized, all network and routing 
activities are handled by nodes. Wireless nodes are free to move and cause dynamic topology. Due to the limitations of 
the medium, communications can easily be disturbed; vulnerable to much kind of attacks.  Here we focus on attacks 
against the routing protocol in ad hoc networks. Routing is the fundamental operation in MANETs that facilitates the 
establishment of communication links between nodes and the packet delivery [1]. These attacks may have the aim of 
modifying the routing protocol so that traffic flows through a specific node controlled by the attacker. An attack may 
also aim at blocking the establishment of the network, making genuine nodes store incorrect routes, and more generally 
at disturbing the network topology. 

Attacks are classified in to two categories, Static attacks and Mobile attacks. Identity Attack (e.g. Sybil attack, 
Clone attacks), routing attack (e.g. sinkhole attack, false routing attack, selective forwarding attack) and network 
Intrusion Attack are the static attacks [2]. There are two types of mobiles attacks that are Hardware attacks and 
Software attacks.  Hardware attacks are two types which are internal attacks (e.g. Extensive and Exclusive attacks) and 
external attacks (e.g. Jamming and Collision attacks). 

Wormhole attack is one of the severe attacks in Mobile Ad hoc network [3] detecting the wormhole attack 
using Reactive routing protocol, Ad hoc On-Demand Distance Vector (AODV), this research paper presents analysis of 
wormhole attacks using AODV in NS3.26 network simulator on Ubuntu 14.04.4 LTS. 

 
II. AODV 

 
The Ad hoc on-Demand Distance Vector (AODV) routing protocol is estimated for use by mobile nodes in an ad 

hoc network. AODV algorithm enables dynamic, self-starting, multi hop routing between contributing mobile nodes 
desiring to established and maintain an ad hoc network [12]. AODV is on demand routing protocol has obtain routes 
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quickly for new destinations, and does not require nodes to maintain routes to destinations that are not in active 
communication [1, 9]. 

 

 
AODV routing table maintains by following information: [1, 9] 

 Destination IP address 
 Destination sequence number 
 Hop count 
 Next hop 
 lifetime (route expiration time) 

Basic message set in AODV includes: [1, 9, 12] 
 Hello- For link status 
 RREQ- Route Request 
 RREP- Route Reply 
 RERR- Route Error 

WORMHOLE ATTACK 
The wormhole attack is most severe attacks encounter mobile ad hoc network, it can overcome the authenticity and 

confidentiality communication, and this shows the seriousness of this attack. One of the attackers captures the traffic at one point and 
tunnels them to another point to other attacker and further in the network [11]. Recording traffic from one region of the network and 
replaying it in a different region. This influences the neighbour nodes of these two end points that these two distant points at either 
end of the tunnel are very close to each other. If one end of the tunnel is at near to the base station, the wormhole tunnel is at near to 
the base station, the wormhole tunnel can attract substantial amount of data traffic to annoy the routing and operational functionality 
of MANETs [2]. In this case, the attack is like sinkhole as the adversary at the other side of the tunnel advertises a better route to the 
base station. 

Each ROUTE REQUEST (RREQ) packet is tunnelled to the destination target node of the REQUEST for the application 
of wormhole attack [13]. Normal routing protocol process is to be followed when the destination node’s neighbour received this 
REQUEST packet which will rebroadcast that copy of REQUEST and then recklessness all other received ROUTE REQUEST 
packets activated from this same Route Discovery. Any routes other than the routes which are being explored can be prohibited by 
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this attack. In addition to that the attack can even prevent routes more than two hops long from being visible, if the attacker is near 
the originator of route investigation [17]. 

 
Figure 2: Wormhole Scenario [17] 

 
As shown in Figure 2, malicious node that is red in color will be announcement its RREQ to its neighbour nodes which is originally 
broadcasted to perform a wormhole attack. Destination node will receive the RREQ request so it will follow a normal routing 
process and remove all other received ROUTE RQUEST packets. The malicious node will create a link to another malicious node 
which is the neighbour of the source node which is dotted in fig 2 known as wormhole tunnel. 

The tunnel in turn to be a shortest path to reach the destination as it may have less hop count compare to normal routes. Various 
kind of attack such as DOS attack, Eavesdropping, and fabrication can be performing with the use of this opportunity. Wormhole 
attack can disturb the entire routing system in MANET. 

The attacker assists useful services more capably for connecting the network, if the attacker achieves this tunnelling reliably and 
honestly and no loss is done. The attacker can still be launched even if confidentiality and authenticity is provided over the 
communication and even if the intruder has no cryptographic keys [17]. 

 
III. SIMULATION ENVIRONMENT AND RESULTS 

 
The simulation results are shown for parameters like Packet loss, Throughput and average end to end delay at destination by 

comparing normal AODV and wormhole affected AODV in a network. Initially the readings of normal AODV are noted based on 
above described parameters for 25 nodes. Then the wormhole nodes are added (e.g. 1 attack, 3 attacks and 5 attacks) in Normal 
conditions and results are noted again. The mobile ad hoc network environment is formed using network simulator NS3.26. The 
following table indicates the simulation parameters. 

 
Table 1 simulation Parameters 

 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
Simulator                               NS-3(Ver. 3.26) 
 
Routing protocol                        AODV 
 
Number of wormhole nodes   0,1,3 and 5 nodes 
 
Node speed                                10m/s 
 
Number of nodes                        25 
 
Simulation time                         100s 
 
Mobility model                  Random way point 
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To evaluate the parameters of the wormhole attack with AODV routing protocol, we compare on x axis total simulation 
time in sec with y axis number of packet loss, Throughput  and Average End to End delay in case of normal AODV, 
one wormhole attack, three wormhole attacks and five wormhole attacks. 
Three simulation scenarios are considered. 

A.  Total simulation time in sec in case of No attack, one attack, three attacks and five wormhole attacks Vs. 
Number of Packet loss scenario. 

B. Total simulation time in sec in case of No attack, one attack, three attacks and five wormhole attacks Vs. 
Throughput scenario  

C. Total simulation time in sec in case of No attack, one attack, three attacks and five wormhole attack Vs 
Average End-to-End delay for each flow(ns) scenario  

 
A. Scenario 1 

 
Figure 3: Simulation time Vs. Number of packet loss in case of No attack, 1 attack, 3 attacks and 5 attacks. 

 
 Figure 3 shows that the number of packet loss are plotted against simulation time starting from 30 sec to 100 sec. 
during that time the number of packet loss due to various reasons. The lower value of the packet lost means the better 
performance of the protocol. In this scenario packet loss is minimum in case of 0 wormhole attack.  

 
Packet lost = No of packet send - No of packet received. 
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B. Scenario 2 

 
 

Figure 4: Simulation time Vs. Throughput in case of No attack, 1 attack, 3 attacks and 5 attacks. 
 

Figure 4 shows that the values of average throughput are plotted against simulation time in case of No attack, 
1attack, 3 attacks and 5 attacks. In this scenario, the throughput is high then other in case of 0 wormhole attacks. The 
throughput is the measure of how fast we can send data through the network. It is the measurement of number of 
packets that are transmitted through the network in a unit of time. It is necessary to have a network with high 
throughput. 

Throughput = Σ PR [1] 
Σtst-Σtsp 

Where, PR – Received Packet Size, 
tst-Start Time, 
tsp- Stop Time. 

Unit – Kbps (Kilobits per second) 
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C. Scenario 3 

 
Figure 5: Simulation time Vs. End-to-End delay in case of No attack, 1 attack, 3 attacks and 5 attacks. 

 
Figure 5 shows that average end-to-end delay for each flow against simulation time. End-to-End Delay refers 

to the time taken for a packet to be transmitted across a network from source to destination. In this scenario, we observe 
that the end-to-end delay is less in the presence of 5 wormhole attack in network as compared to other, because of 5 
wormhole attacks are present in network at that time packet loss is maximum so delay time is less as compare to other 
from starting 30 sec to 100 sec. 

Average End-to-End Delay=ΣtPR – ΣtPS [1] 
Where, tPR – Packet Receive Time, 

tPS – Packet Send Time 
Unit – Milli Seconds (ms). 

 
IV. CONCLUSION 

 
Simulation results obtained using NS-3.26 network simulator on Ubuntu 14.04.4 LTS version platform.  The value of 
the parameters such as Packet loss are increases with the simulation time in case of 0 wormhole attack, 1 wormhole 
attack, 3 wormhole attacks and 5 wormhole attacks in networks respectively. The value of the parameters such as 
Throughput are decreases with the simulation time in case of 0 wormhole attack, 1 wormhole attack, 3 wormhole 
attacks and 5 wormhole attacks in networks respectively.  According to the results we found that in case of 5 attacks the 
packet loss is high compare to other attacks. When the packet loss is high at that time the Throughput is lower.   
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